
 
 “I can’t decide if a hospital is supposed to be boring or scary,” said Jamie Lyons, from 
her hospital bed. It was her eighth birthday, and unfortunately her parents had given her 
a rare, but treatable, condition that had manifested this morning when she passed out at 
breakfast. They’d just heard the news that with a handful of in-patient treatments over the 
next few days she’d be fine, thanks to modern medical capabilities. Thank you, science and 
engineering!
 “Jamie, are you scared?” Asked her father.
 “No.” She added, “it seems like a place that can be scary for some of the people in 
the last room,” referring to the hospital’s emergency admitting department. She turned to 
Melissa and asked, “is he alright?”
 Jamie was only eight years old yet she’d already seen the core dilemma of the place 
Melissa worked for years. As Chief Medical Officer, it was her job to keep things boring. 
Melissa saw her parents’ posture change as they recalled the patient brought in from the 
ambulance, technicians swarming him, racing and shouting down the hallway. That had 
been scary. They were probably bracing for Melissa to say he’d died. But he hadn’t.
 “It can be both sometimes. We hope for boring. The man you saw will be just fine 
after a couple of days here with us.” 
 “I guess boring is OK then,” she said.
 “You’ll be fine in just a little while. What are you planning for your birthday,” asked 
Melissa trying to change topics.
 Jamie’s face brightened and she exposed a couple of missing teeth in a big grin. 
“Amy and I are going to ride the roller coaster! That’ll be scary and not at all boring!”
Melissa smiled and excused herself. She walked back to the nursing station and moved 
the mouse, revealing the Windows desktop, and clicked the medical records icon. A screen 
notified her that the system was unavailable or her computer was offline. It was working 
just a few minutes ago. She glanced at one of the other terminals and it was showing the 
same screen, abandoned by some other frustrated caregiver before her. 
“Shit,” she exclaimed under her breath. “No downtime notification this time?” The nurse 
beside her shook his head. Melissa glanced at her watch. The printed downtime database 
would be more than four hours old at this point. Jamie hadn’t been admitted yet then. 
She’d have to call the lab for Jamie’s test results. 
“Shit,” she swore again. Boring was supposed to mean catching up on emails while 
watching reruns. It was not supposed to mean running a 21st century hospital with 20th 
century patient records.
 Across town, Naomi tried to keep the tension from her voice and face, as the 
conference attendees streamed around her. Some of those who passed by did a double 
take as they walked past her into the room. She turned and noticed her face and 
name, above the tile of her talk, “MODERNIZING HEALTHCARE: LESSONS FROM THE 
FINANCIAL SECTOR”. The sign proclaimed the talk had started five minutes ago. She 
turned and walked to the far side of the hallway and continued her conversation. 
The CIO forced a smile as she asked, “How long ago?” A pause for a response. “Is it on our 
side or theirs?” Another pause. “Have you reached out to the vendor yet?” Now she fought 
back frustration by closing her eyes and breathing deeply. “OK, what’s the next step in the 
recovery process?” Unable to keep the frustration out of her voice, she hoped her smile 
looked polite and charming to anyone who happened to glance her way. “It’s on the shared 
drive. We practiced this two weeks ago and everything went really well. You got this, Ron,” 
she said encouragingly. After a longer pause, “Great. I’m getting ready to go do my talk, so 
will be out of touch for the next hour. See how much progress you can make by then.”
This was not crisis Ron made it out to be. Reflexively, she found herself wondering how 
Ron would have fit in with her old team at the bank. She had already decided he’d be in a 
much more junior role. The hospital didn’t have any true junior roles. Until she’d come on 
three months ago, Ron was all they had. He’d been forced into a role he was unready for. 
That wasn’t his fault. It was hard to find top IT talent in healthcare, and hospitals did a poor 
job recruiting and hiring. None of that was his fault either. She could build up the team and 
change that. If she could get the budget. This EMR outage could help, she’d just have to 
figure out how to make it so.
 Katheryn Teller, the first female board chair for Saint Martin’s Hospital, had been 
happy to introduce her friend, Naomi, at the event. Now she was up on stage stalling 
for time while Naomi wrapped the call, stretching the introduction past a professional, 
perfunctory introduction, into personal revelations about Naomi. 
 While the room was nearly packed, some audience members were fidgeting and 
looked like they were about to leave. She reached for a laugh to keep them planted. “When 
I hired Naomi at Vulnerville Bank, before I joined the board of Saint Martin’s Hospital, I 
knew she was a bright, rising star. She was so eager on her first day, she came wearing two 
different shoes.”
 The audience chuckled, politely accepting the comedic approach. Katheryn 
continued. “Now she’s making a difference, enabling new ways of delivering care while 
protecting patient data.” She saw Naomi approaching the stage quickly, the door still 
swinging closed behind her. Katheryn brightened and said, “and now, without further ado, 
I’m very happy to welcome my friend Naomi to the stage.”
Muted applause, as Naomi walked up the steps, hugged Katheryn, and picked up the 
presenter in smooth motions.
 The situation felt tense as the meeting began. The calendar invite simply said 
“Outage Debrief and Next Steps,” though Melissa suspected Naomi had more in mind than 
the title indicated.  
Naomi was already in the room when she entered. Ron Heagerty and James Whitson were 
already there. She’d worked with James for more than 10 years and trusted him. Until a few 
weeks ago, he had reported to her, indirectly, and they had learned to read each other in 
these situations. He looked tense now.
She’d learned to distrust the often-premature assessments of IT staff. 
 “Why do you think the infusion pumps were hacked?” Melissa asked, almost 
playfully. Just like fresh-faced doctors, new and ambitious IT directors often saw zebras 
instead of horses. Or maybe in this case, tigers instead of house cats. Melissa suppressed 
a smile, when this image came to her mind. Instead of going after the conclusion, she had 
learned how to ask just the right questions of her attending physicians to get them to see 
where the data contradicted their theories. They learned how to be better doctors this way, 
and she was seen as a mentor. Could it work to build an alliance with Naomi?
“Ron and James analyzed the three devices that failed, all from the ICU” Naomi started, 
flatly. “Those devices are the oldest ones in the hospital, and no longer supported by the 
manufacturer. And the ICU is the only department that wouldn’t let us assess their systems 
to spot issues like that early.”
 Was that an intentional jab at the care delivery staff? Melissa felt defensive. Devices 
go down all the time, and it’s usually traced back to a new nurse on the floor who hasn’t 
had enough training. She paused a beat to keep any annoyance out of her voice before 
asking the next question she’d ask a new physician. “How did you rule out human error?” 
Naomi, calmly. “That’s one of the first things we looked to rule out. James restored the 
devices and they ran just fine for a day. He plugged them into the hospital network and 
within 30 minutes they all failed again.” James nodded in agreement.
Melissa, remained unconvinced. Patients symptoms can stem from apparently unrelated 
causes, elsewhere in the body. She had a hunch hospital networks could be the same. 
“Could the ‘modernization’ changes you’ve been making have affected things? Hospitals 
and banks are different organisms.” She couldn’t keep the trace of annoyance out of her 
words.
 Naomi sipped her coffee, seemingly unfazed by the slight. Mondays she usually 
needed a couple of cups just to wake up. She was now on her third. Was it the caffeine or 
the adrenaline putting her on edge? Or the patronizing older woman across from her?
She began, “James then loaded the latest supported version of the software. Ron watched 
network traffic going to and from the pumps after they were connected. The devices didn’t 
fail, but they did receive a new update we’ve not seen before, pushed from an unusual 
source.” Naomi paused two beats to build suspense, like this was a Hitchcock film. “From a 
pump in the emergency department.”
 Melissa, who had been unconsciously leaning in, was caught off guard by this news 
and sat upright. She sensed James knew something more yet hadn’t been asked - allowed? 
- to say it. She swiveled her chair toward him and asked. “What does that mean? What did 
the update do?” 
 “Among other things,” he responded, “it changed the maximum dosage on a few 
drug libraries to a number that was too high for the older software to handle, and--”
 Naomi’s voice cut him off as she wrestled back control of the conversation. She 
interjected, but kept her tone level and calm. Melissa’s gaze flickered back towards Naomi, 
briefly, as Naomi answered the question that Melissa had intended for James.“ This change 
triggered what’s called a buffer overflow. The maximum dosage was higher than the older 
software could handle. That was the cause of the crashes.” James stiffened suddenly, as if 
he was stifling an urge to interrupt or contradict her. Naomi noted the movement and kept 
going. “All the pumps we’ve identified are affected.”
 Melissa turned to look at James, who was now flushed, as she felt the blood draining 
from her face. She’d could tell he wasn’t fully on board with Naomi’s reasoning. Her body 
still pointed toward him, her gaze pivoted back after swinging toward Naomi, “Why would 
anyone attack a hospital?”
 “Greed,” Naomi said, pulling the room’s focus back to herself and preventing James 
from voicing the fact that he disagreed. She looked at James, with his jaw still half open 
ready to speak. He shut it and nodded slightly. 
 “We were lucky those devices crashed, because it made us look deeper and find the 
real goal of the attack. The update also implanted remote control software that would let 
the criminals download any patient information or would give them further access to our 
network.”
 Melissa let this sink in. This was the first time they’d discovered an attempt to steal 
patient information - did that mean it was the first time some one tried or just the first time 
they’d noticed? She submitted to Naomi’s experience, finally. “So what now?”
Finally, Naomi thought, she’s paying attention. “We already have projects planned to 
improve security as a part of the modernization program. We will accelerate our timetables 
and refresh software on each pump across the hospital.”
 Naomi continued. “We are under deliberate, targeted attack. This is not an accident, 
it’s not just a ransomware event. This level of manipulation shows intent and capability. I 
will not stand by and wait for a massive data breach, on my watch.”
Melissa’s face inadvertently sank. “The current schedule already seemed overly aggressive. 
If you move too quickly, we won’t have time to train the clinical staff and to get used to the 
last change before the next one is on us.”
 Naomi, now wondering if her body could handle another cup of coffee and deciding 
it could, and also decided she was done with the conversation. As she was standing, she 
replied, “This hospital is catching up to the 21st century. A couple of your new doctors have 
mentioned how behind we are as compared with their med schools. The future of modern 
medicine is connected, and my team is helping us get there.” She left the room, with 
Melissa still sitting. 
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